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file:///C:/Users/admin/Downloads/pres/URIHandler.md


Mécanisme permettant à un lien d'être redirigé vers
une application.
Le système lancera l'application si elle ne l'est pas
déjà.
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## Kécécé ?
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URI Handler
URI Scheme
Browser Protocol
Schéma d'URI
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## Appelations existantes
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SYSTÈME
file://
mailto://
http://
ftp://
ssh://
windowsdefender://

APPLICATIF
steam://
discord://
ms-calculator://
chrome://
jnlp://
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## Exemples d'URI Handler
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Un nombre important
de protocole actif
Aucun protocole non
documenté

## Registre
IANA

References:References:
https://www.iana.org/assignments/uri-schemes/uri-https://www.iana.org/assignments/uri-schemes/uri-
schemes.xhtmlschemes.xhtml
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Sous Linux (XDG)

Sous Windows (> 7)
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## Détection des URI Handler
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Si vuln dans un des logiciels de confiance:

RCE ou Elevation de privilèges
Phishing -> RCE
XSS -> RCE
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## Les risques
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Steam (10/2012)
Log4Shell (11/2021)
Docker Desktop (CVE-2023-0628 & CVE-2023-0629)
Dofus (08/2024)
Search-MS (Actuellement)
VSCode-remote (Actuellement)
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## Exemples
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### Steam

References:References:
https://revuln.com/files/ReVuln_Steam_Browser_Protohttps://revuln.com/files/ReVuln_Steam_Browser_Proto
col_Insecurity.pdfcol_Insecurity.pdf
https://developer.valvesoftware.com/wiki/Steam_brohttps://developer.valvesoftware.com/wiki/Steam_bro
wser_protocolwser_protocol
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https://revuln.com/files/ReVuln_Steam_Browser_Protocol_Insecurity.pdf
https://revuln.com/files/ReVuln_Steam_Browser_Protocol_Insecurity.pdf
https://developer.valvesoftware.com/wiki/Steam_browser_protocol
https://developer.valvesoftware.com/wiki/Steam_browser_protocol
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### Steam (Source Engine, Unreal Engine)
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References:References:
https://revuln.com/files/ReVuln_Steam_Browser_Protocol_Insecurity.pdfhttps://revuln.com/files/ReVuln_Steam_Browser_Protocol_Insecurity.pdf
https://developer.valvesoftware.com/wiki/Steam_browser_protocolhttps://developer.valvesoftware.com/wiki/Steam_browser_protocol
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### Log4Shell
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References:References:
https://www.cert.ssi.gouv.fr/alerte/CERTFR-2021-ALE-022/https://www.cert.ssi.gouv.fr/alerte/CERTFR-2021-ALE-022/
https://en.wikipedia.org/wiki/Java_Naming_and_Directory_Interfacehttps://en.wikipedia.org/wiki/Java_Naming_and_Directory_Interface
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Allows an attacker to execute an arbitrary command
inside a Dev Environments container during
initialization by tricking a user to open a crafted
malicious docker-desktop://  URL.
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### Docker - CVE-2023-0628
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References:References:
https://github.com/jarda-wien/docker-docs/blob/main/desktop/release-notes.md#4170https://github.com/jarda-wien/docker-docs/blob/main/desktop/release-notes.md#4170
https://www.cve.org/cverecord?id=CVE-2023-0628https://www.cve.org/cverecord?id=CVE-2023-0628
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Allows an unprivi leged user to bypass Enhanced Container
Isolation (ECI)  restr ict ions by sett ing the Docker host to

docker.raw.sock ,  or npipe:////.pipe/docker_engine_linux  on

Windows, via the -H  ( --host )  CLI f lag or the DOCKER_HOST

environment variable and launch containers without the addit ional
hardening features provided by ECI .
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### Docker - CVE-2023-0629
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References:References:
https://github.com/jarda-wien/docker-docs/blob/main/desktop/release-notes.md#4170https://github.com/jarda-wien/docker-docs/blob/main/desktop/release-notes.md#4170
https://www.cve.org/cverecord?id=CVE-2023-0629https://www.cve.org/cverecord?id=CVE-2023-0629
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Phishing -> "XSS" dans le chat -> URI handler
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### Dofus RCE
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References:References:
https://n0x.cc/files/Dofus-Retro-engineering_and_vulnerability_research.pdfhttps://n0x.cc/files/Dofus-Retro-engineering_and_vulnerability_research.pdf
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### Search-ms
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References:References:
https://pentestlab.blog/2024/01/02/initial-access-search-ms-uri-handler/https://pentestlab.blog/2024/01/02/initial-access-search-ms-uri-handler/
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### VSCode Remote
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Ne jamais faire confiance aux liens inconnus
Sécurité des navigateurs
Développement sécurisé (avertissement, gestion des
uri handlers, . . .)
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## Sécurité mises en place
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❓
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# Questions
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